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Benchmark 1 — Collection
2026-04-14 09:32:41 UTC ! 2026-04-14 09:46:34 UTC

Benchmark 2 — Discovery
2026-04-14 09:50:39 UTC I' 2026-04-14 10:01:51 UTC

Benchmark 3 — Credential Access + Discovery + Collection
2026-04-14 10:35:48 UTC !' 2026-04-14 10:37:45 UTC

Benchmark 4 — Exfiltration + Impact + Defense Evasion
2026-04-14 10:39:05 UTC I' 2026-04-14 10:41:30 UTC
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Detection Engine: CLAWOLF 5-Layer Expert System -
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Benchmark 1 — Collection

Page 2

Adversary simulation testing data collection capabilities. Multiple agents attempted to enumerate local data, stage files, and

capture clipboard contents.

OPERATION Clawolf-Collection-Benchmark (April 14) AGENTS fvblzr, tcbbdb, byrhkm
DURATION 13.9 min START 2026-04-14 09:32:41 UTC
TOTAL EXECUTIONS SUCCEEDED FAILED / BLOCKED
0.0% 1 2
SUCCESS RATE TACTICS COVERED UNIQUE TECHNIQUES
MITRE ATT&CK TACTICS
TECHNIQUE EXECUTION DETAIL
TECH ID TECHNIQUE NAME TACTIC SEV SUCCESS FAILED TOTAL
T1005 Data from Local System collection - 0 11 11
T1074.001 Data Staged: Local Data Staging collection - 0 2 2
EVENT TIMELINE
@ 09:32:41 T1005 Data from Local System collection FAILURE fvblzr
@ 09:32:41 T1005 Data from Local System collection FAILURE fvblzr
@ 09:32:41 T1005 Data from Local System collection FAILURE fvblzr
@ 09:32:41 T1005 Data from Local System collection FAILURE fvblzr
@ 09:32:41 T1005 Data from Local System collection FAILURE fvblzr
@ 09:32:41 T1005 Data from Local System collection FAILURE fvblzr
@ 09:32:41 T1005 Data from Local System collection FAILURE fvblzr
@ 09:38:02 T1005 Data from Local System collection FAILURE tcbbdb
@ 09:41:30 T1005 Data from Local System collection FAILURE byrhkm
@ 09:41:51 T1005 Data from Local System collection FAILURE byrhkm
@ 09:44:07 T1005 Data from Local System collection FAILURE byrhkm
@ 09:45:35 T1074.001 Data Staged: Local Data Staging collection FAILURE byrhkm
@ 09:46:34 T1074.001 Data Staged: Local Data Staging collection FAILURE byrhkm
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Benchmark 2 — Discovery Page 3

Adversary simulation testing network and host discovery techniques. Agents probed for user accounts, system ownership,
process lists, and remote hosts.

OPERATION Clawolf-Discovery-Benchmark (April 14) AGENTS byrhkm

DURATION 11.2 min START 2026-04-14 09:50:39 UTC

11 0 11

TOTAL EXECUTIONS SUCCEEDED FAILED / BLOCKED
SUCCESS RATE TACTICS COVERED UNIQUE TECHNIQUES

MITRE ATT&CK TACTICS

TECHNIQUE EXECUTION DETAIL

TECH ID TECHNIQUE NAME TACTIC SEV SUCCESS FAILED TOTAL
T1087.001 Account Discovery: Local Account discovery (0] 1 1
T1033 System Owner/User Discovery discovery (0] 1 1
T1057 Process Discovery discovery (0] 9 9
EVENT TIMELINE

@ 09:50:39 T1087.001 Account Discovery: Local Account discovery FAILURE byrhkm

@ 09:51:43 T1033 System Owner/User Discovery discovery FAILURE byrhkm

@ 09:52:47 T1057 Process Discovery discovery FAILURE byrhkm

@ 09:54:16 T1057 Process Discovery discovery FAILURE byrhkm

@ 09:55:19 T1057 Process Discovery discovery FAILURE byrhkm

@ 09:56:19 T1057 Process Discovery discovery FAILURE byrhkm

@ 09:57:30 T1057 Process Discovery discovery FAILURE byrhkm

@ 09:58:17 T1057 Process Discovery discovery FAILURE byrhkm

@ 09:58:50 T1057 Process Discovery discovery FAILURE byrhkm

@ 09:59:27 T1057 Process Discovery discovery FAILURE byrhkm

@ 10:01:51 T1057 Process Discovery discovery FAILURE byrhkm

CLAWOLF Cyber Intelligence Inc. - Confidential - clawolf.com
S



BENCHMARK 3 OF 4

Benchmark 3 — Credential Access + Discovery + Page 4
Collection

Multi-tactic adversary simulation combining credential harvesting, network reconnaissance, and data collection into a single kill-
chain sequence.

OPERATION Clawolf-Discovery-Benchmark5 (April 14)  AGENTS bjzzyh

DURATION 2.0 min START 2026-04-14 10:35:48 UTC

4 0 4

TOTAL EXECUTIONS SUCCEEDED FAILED / BLOCKED

0.0% 3

SUCCESS RATE TACTICS COVERED UNIQUE TECHNIQUES

N

MITRE ATT&CK TACTICS

TECHNIQUE EXECUTION DETAIL

TECH ID TECHNIQUE NAME TACTIC SEV SUCCESS FAILED TOTAL
T1552.004 Unsecured Credentials: Private Keys credential access (0] 1 1
T1018 Remote System Discovery discovery (0] 1 1
T1005 Data from Local System collection 0 1 1
T1115 Clipboard Data collection (0] 1 1

EVENT TIMELINE

@ 10:35:48 T1552.004 Unsecured Credentials: Private Keys credential-access FAILURE bjzzyh

. 10:36:16 T1018 Remote System Discovery discovery FAILURE bjzzyh

@ 10:37:04 T1005 Data from Local System collection FAILURE bjzzyh

@ 10:37:45 T1115 Clipboard Data collection FAILURE bjzzyh
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Benchmark 4 — Exfiltration + Impact + Defense Page 5
Evasion

Full end-stage adversary simulation: data exfiltration over C2, ransomware-style encryption, archive & stage, followed by artifact
cleanup. Represents the most advanced threat profile tested.

OPERATION Clawolf-FullChain-Benchmark (April 14) AGENTS bjzzyh

DURATION 2.4 min START 2026-04-14 10:39:05 UTC

4 0 4

TOTAL EXECUTIONS SUCCEEDED FAILED / BLOCKED

0.0% 4

SUCCESS RATE TACTICS COVERED UNIQUE TECHNIQUES

N

MITRE ATT&CK TACTICS

TECHNIQUE EXECUTION DETAIL

TECH ID TECHNIQUE NAME TACTIC SEV SUCCESS FAILED TOTAL
T1041 Exfiltration Over C2 Channel exfiltration (0] 1 1
T1486 Data Encrypted for Impact impact (0] 1 1
T1560 Archive Collected Data: Archive via Utility collection 0 1 1
T1070.004 Indicator Removal on Host: File Deletion defense evasion 0 1 1

EVENT TIMELINE

@ 10:39:05 T1041 Exfiltration Over C2 Channel exfiltration FAILURE bjzzyh

@ 10:39:36 T1486 Data Encrypted for Impact impact FAILURE bjzzyh

@ 10:40:43 T1560 Archive Collected Data: Archive via Utility collection FAILURE bjzzyh

@ 10:41:30 T1070.004 Indicator Removal on Host: File Deletion defense-evasion FAILURE bjzzyh

CLAWOLF Cyber Intelligence Inc. - Confidential - clawolf.com
S



FINAL ANALYSIS

Conclusions & Recommendations Page 6
OVERALL PLATFORM SCORE
Across all 4 benchmarks: 32 technique executions tested, O succeeded (detected / executed), 32 bIocked/faQ.ﬁQT%

ATT&CK tactics covered.

OVERALL

BENCHMARK COMPARISON

BENCHMARK EVENTS SUCCESS FAILED RATE TACTICS

Benchmark 1 — Collection 13 (0] 13 0.0% collection

Benchmark 2 — Discovery 11 0 11 0.0% discovery

Benchmark 3 — Credential Access + Discovery + 4 (0] 4 0.0% credential access,
Cnllectinn discovery, collection

Benchmark 4 — Exfiltration + Impact + Defense 4 0 4 0.0% exfiltration, impact,

Evasion collection, defense evasion
KEY FINDINGS

CLAWOLF detected all 32 Caldera technique executions in real-time via live API polling, with sub-10-second detection
latency.

32 of 32 (100%) techniques were blocked by the target environment before execution completed — this reflects hardened
target posture, not CLAWOLF detection gaps.

Benchmark 4 (Exfiltration + Impact) produced the highest-severity telemetry: T1486 ransomware-style encryption and T1041
C2 exfiltration are highest-risk indicators.

Discovery phase (Benchmark 2) produced the most sustained attack traffic: 11 link executions spanning 11+ minutes, with all
events captured by the poller.

Live Caldera API integration confirmed operational — CLAWOLF's zero-latency ingestion pillar validated under real
adversary simulation conditions.

RECOMMENDATIONS

Expand Lateral Movement Coverage

No lateral movement techniques were successfully executed in this session. Configure additional Caldera adversary profiles targeting
SMB, WMI, and PsExec to stress-test this gap.

Privilege Escalation Benchmark

Escalation techniques (T1068, T1548) were not covered in these 4 runs. Schedule a dedicated privilege escalation benchmark with
elevated-permission Sandcat agents.

telemetry for CLAWOLF training.

Deploy to Production

03 Increase Agent Diversity
Most executions used 1-2 agents. Deploy 5+ Sandcat agents across varied OS profiles (Windows, Linux) to generate richer multi-host

All live polling code is ready. Publish clawolf.com with the CALDERA_SERVER_URL and CALDERA_API_KEY environment variables
set to begin production-grade adversary telemetry capture.
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